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* What is Hybrid Warfare?
* So What? Why should we care about Hybrid Warfare?

* Now What? What is being done and should be done
about Hybrid Warfare?

* Systems Analysis and Studies activity (SAS) under
NATO’s Science and Technology Office
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* The basic components of hybrid warfare are traced to
insurgencies and asymmetrical conflict

* The fundamentals are as old as human
conflict itself
* A managed and limited conflict to achieve
specific goals

* Such as political subterfuge, coercive resource
acquisition, and territorial expansion

The Hybrid Warfare Concept

Irregular

Foreign internal defense
Counterterrorism

Unconventional
Counterinsurgency
Stability operations

Hybrid Conventional

Conventional State-on-state conflict
Irregular
Criminality
Cyber
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For our purposes, we prefer the European Center of
Excellence for Countering Hybrid Threats definition:

“...an action conducted by state or non-state actors,
whose goal is to undermine or harm the target by
influencing its decision-making at the local, regional, state
or institutional level. Such actions are coordinated and
synchronized and deliberately target democratic states’
and institutions’ vulnerabilities. Activities can take place,
for example, in the political, economic, military, civil or
information domains. They are conducted using a wide
range of means and designed to remain below the
threshold of detection and attribution.”

Source: https://www.hybridcoe.fi/what-is-hybridcoe/
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* New technologies have changed the dynamics of
warfare

* Blending the edges of peace and war
* Altering mitigation and effective response efforts

* The inclusion of modern information communication
technologies (ICT) creates a threat to large segments of
society

Cyber threat
Is the defining component
of contemporary hybrid warfare.
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* The most active perpetrator is Russia

* Pressure on the Baltic States, notably the 2007 Bronze
Soldier event

* The August 2008 Russia-Georgia War
e 2014 annexation of Crimea

« China’s influence in Eurasia and Europe through its ‘Belt
and Road Initiative,” also has the potential to generate
hybrid threats

Russia supplies approximately 30% of Europe’s fossil fuels

e So What?

FIGURE 1. REVIVING THE SILK ROAD

Key Projects subsumed under China’s Belt and Road initiative
Silk Road Economic Belt Gas pipelines == Existing railroads == Planned
MNew Maritime Silk Road — Qil pipelines Proposed economic corridors
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Ukraine's Energy Security Challenges

* Energy security is a topic of concern by many nations, in the
hybrid-energy warfare (HEW) dynamic

In May and June 2014, three explosions occurred in Urengoy-Pomary-

* The availability and delivery of both fossil fuels and Uzhgorod high pressure gas pipeline in the Ivano-Frankivsk region and
renewable sources in Poltava region.
* As Europe shifts from fossil fuels to renewable All the
resources accidents
« We must understand the inherent vulnerabilities shared the
_ _ o same trait, 1.e.
* Cyber-attacks on Ukraine’s power generation highlight the explosive

potentially devastating impact devices were

laid into the
ground
directly under
a gas pipeline.

* Energy is a “securitized” strategic resource, affected by
national actions and multilateral agreements
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NATO must adapt and derive ways to meet these realities
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* NATO acknowledges the threat posed by hybrid warfare

* The Energy Security Section is now “Hybrid
Threats and Energy Security”

* The dependence of NATO’s military activities on the
civilian energy infrastructure

* The Alliance has embraced hybrid warfare as a security -
threat to the energy infrastructure There h_as not been a _System_atlc
and rigorous analysis of this
nexus, notably within a military
operational context

e However...
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* Dependence on fossil fuels leads to vulnerability

* Large exporters may exert political, economic and
military pressure

* Natural gas as a substitute for petroleum introduces
new threats
* NATO’s military activities are dependent on the civilian energy
infrastructure

* The supply chain is owned and operated by the private
sector

* The ability to negatively impact military operations
through hybrid warfare is profound

* An aggressor can disable segments of the power grid
* Impact civilian security and military operations

Russia’s Role in European Energy: Brief Review

Extra-EU imports of natural gas from main trading partners, 2017 and first semester 2018
(share (%) of trade in value)

Extra-EU imports of petroleum oil from main trading partners, 2017 and first semester 2018
(share (%) of trade in value)

2017 First 2017 First
semester 2018 semester 2018

Norway
37T %
Source: Eurostat database (Comext) and Eurostat estimates

Source: Eurostat database (Comext) and Eurostat estimates

eurostati| eurostati®
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* NATO has a vital role to play in the nexus between energy
security and hybrid warfare

_ _ Key Question:
* Aplatform to build a common understanding of What role can NATO play in addressing these energy
complex operating systems dependencies and vulnerabilities?

* The Alliance must contend with the sovereignty of the
member states and the European Union

* NATO’s member states are promoting large-scale
electrification

* How this will impact military operations?
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In October 2019 a Technical Activity Proposal (TAP) was
approved by the Alliance’s Science and Technology
Organization

Loosely organized community of stakeholders and subject
matter experts

Convene under a Systems Analysis and Studies (SAS)
activity

The role of energy as a component of hybrid warfare

A rigorous analysis of NATO energy sector’s
vulnerability in a hybrid warfare environment

Raise awareness of the energy-hybrid warfare nexus

Focus on Russian HEW tactics, identify commonalities
and determined unified responses

The recent growth of Chinese investments in European
infrastructure

Emphasis will be placed on vulnerable NATO member
states; primarily in Eastern Europe and Eurasia




Now What? Systems Analysis and Studies (SAS)

under NATO’s Science and Technology Organization
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* Accomplished through a series of workshops and conferences
* Dedicated to the free and open exchange of ideas
* Use of methods and tools for operational analysis as
applied to energy security and hybrid warfare

* Collaboration with private sector, academia and the member
states’ governments

* Products will include:
1) Framework

2) Model prototype research

3) Literature review

4) NATO energy security analysis

5) Published works and body of knowledge
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* The culmination of this activity will be

* Atechnical report which outlines the basic aspects of
the HEW dynamic

- overview of activities and products

- determine the threats to civilian and military
infrastructure

- provide lessons learned and best practices
- mitigation courses of action

* Results will be delivered to decision-makers and policy
specialists among the NATO member and partner states

* Interim results will be available in time for the 2022 Summit
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wg A NATO ROLE? 4
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m Includes European non-EU

states that are energy producers

or energy hubs (Norway, Turkey)
m |ts military operations can have

energy security implications

m Offers a large partnership

network, civ-mil cooperation

= Has contingency and civil

emergency planning experience
(e.g. the NATO Pipeline System)
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under NATO’s Science and Technology Organization

Bl

Universitat > Miinchen

* |nitial HEW products include a draft operating model,
an analytic framework which addresses the inherent
challenges associated with the energy-hybrid warfare
nexus, a literature review and published body of
knowledge

* To date, we have developed a rough framework when
addressing HEW and considering countermeasures.
This framework entails:

* Education/awareness
* Ownership/sponsorship
* Quantification

* Measurement

* Action
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Energy imports, net (% of energy use)
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Working within this framework, we have developed an
analytic method which looks at four key ‘pillars’, notably:

* What are the main threats to the civilian infrastructure?
* Data acquisition, analysis and modeling

« Understanding the adversary; acknowledging the Participating Organizations:
Russian and Chinese threat NATO’s Emerging Security Challenges Division,

ENSEC COE, Cyber COE, Hybrid Threats COE in Helsinki,

* What are the current and future mitigation efforts and as well as U.S.-based institutions, such as the

countermeasures’? Naval Postgraduate School and Johns Hopkins
* [We feel this concept makes for a strong case University’s AICGS.

argument in favor of the potency of HEW as an _ . L _

unconventional war-fighting and balance of It is anticipated the initial findings will be

power concept. ...initiate a comprehensive review by produced in time for the 2022 summit.

NATO as to what 'modernizing the force structure' into
2020's really means, and why adaptability rather than
stasis is the only option NATO has, if it intends to
remain a viable, functional alliance.]
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