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Global Energy Transformation:
Trends and priorities for energy, climate and technology \ﬂRSE

The transformation of the energy systems is happening worldwide
and all/most countries are facing challenges that despite the
intrinsic differences in system structure and energy mix are very
similar e.g., seamless integration of high share of variable

renewables (RES) to decarbonize the energy system. e
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Introduction of innovative materials and power technologies % @ e
is expected to allow the development of system infrastructures N (‘
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with higher performance and/or lower costs.
. ELECTRICITY
The urgency is extremely high in order to achieve the targets ..f Tl

FUTURE CENTERS

for decarbonisation so to limit the global temperature increase . INFRASTRUCTURE
within 1.5 °C, thus mitigating the effects of climate change. cammuzo @ﬂm’;‘é,ﬁéﬁi
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Sources: World Economic Forum (WEF)
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Global Energy Transformation:
Mega-trends and drivers (1/2) \MRSE
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» Decarbonization - global energy markets are changing rapidly: costs of renewable energy
sources (RES) continue to decline rapidly and wind and solar PV lead the power capacity
expansion driven by policy support & cost reductions

» Digitalization is having profound impacts both at system operation level and as customer
empowerment, but also raising growing cyber security concerns

» Decentralization - Distributed Generation especially by RES, such as rooftop PV, enables
the progressive evolution of passive electricity consumers towards active prosumers that
will increasingly produce, consume, store, and sell electricity

» Electrification - expanding electricity use in all sectors can be the main driver for
accelerating the energy transformation e.g. Electric car sales are growing exponentially

» System integration — storage integration at all levels and sector coupling between the
electricity system and other energy vectors (e.g. gas, water, heating & cooling) has the
potential to dramatically expand the flexibility of the entire energy sector
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Global Energy Transformation:
Mega-trends and drivers (2/2)
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Global Energy Transformation:
Mega-trends and drivers (2/2)
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Electricity share in total final energy consumption

DECENTRALIZATION

Makes customers active L

ELECTRIFICATION

Critical to long-term carbon goals
and will be a relevant distributed

elements of the system, though
requires significant coordination

Key technologies:

80%

'| 9 % Electricity

Other energy
carriers

energy efficiency, solar (i.e. fossil fuels
Aol IR PV, distributed storage, 60% and other RE in

microgrids, demand .
Key technologies: response, heating and
Electric vehicles, vehicle transport)
to grid/home, smart
charging, heat pumps

DIGITALIZATION

Allows for open, real-time,
automated communication and
operation of the system

Key technologies: Network technologies
(smart metering, remote control and
automation systems) and beyond the meter *
(optimization and aggregation platforms, 2050

smart appliances and devices)
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Digitalization trends are truly astc
Data traffic is increasing exponential

KB kilobyte 10° bytes
MB megabyte 10° bytes
GB gigabyte 10?bytes
TB terabyte 10%bytes
PB petabyte 10*°bytes
EB exabyte 10%bytes
/B zettabyte 10% bytes
YB yottabyte 10%bytes

Data centre electricity use

1987 1997
2TB 60 PB

2014 2020

M Hyperscale data centres

B Cloud data centres (non-hyperscale)

B Traditional data centres

Sources: Cisco (2017). The Zettabyte Era: Trends and Analysis June 2017; Cisco (2015). The History and Future of Internet Traffic.

Ricerca sul Sistema Energetico - RSE S.p.A.



Digitalization: A New Era in Energy
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 The energy system is on the cusp of a new digital era and all energy demand
and supply sectors are feeling the effects

* Digitalization is everywhere: digital and energy worlds are intersecting

 Fundamental transformation of electricity towards “smart energy systems”

* Butimpacts are difficult to predict due to uncertainty in technology, policy
and behavior =2
- emerging risks need to be managed, including ensuring digital resilience

* Present steps to focus on high impact, high uncertainty areas:
— Automation, connectivity, and electrification of transport
— Electricity and smart energy systems
— Decentralization and decarbonisation

) ‘ ;H - ‘VIH ? } . '
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Drivers of digitalization: RSE
Data, analytics, and connectivity =

Energetico
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Sources: Based on BNEF (2017), Utilities, Smart Thermostats and the Connected Home Opportunity; Holdowsky et al. (2015), Inside the Internet of Things; IEA (2017), Renewables; Tracking Clean Energy Progress;
World Energy Investment; Navigant Research (2017), Market data: Demand Response. Global Capacity, Sites, Spending and Revenue Forecasts.

Data collection, storage, and transmission costs have declined by over 90% since 2008
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Digitalization is impacting

Digital technologies can help improve safety, productivity, and efficiency of energy systems
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Impacts on supply sector:
. . RSE
Electricity generation and networks

The digital transformation of the energy system is enabling:
» About 5% of total annual power generation costs saving

» Smart Demand Response programs in buildings, power
system, industry and transport

» EVs smart charging that can provide further flexibility to

Power the grid
- Power plants and electricity » Grid integration of higher shares of variable renewables
networks could see reduced (VRES) by better matching energy demand to times when
O&M costs, extended life time, g
. o VRES are available
improved efficiencies and
enhanced stability > Deployment of residential solar PV and storage
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The loT & Big data Lab

Collect, manage and exploit system DATA

Promoting the energy system

Digital Transformation

» Big Data analytics

Artificial Intelligence and Machine learning
Cloud, edge and fog computing

Internet of Things (loT)

YV V VYV V

Monitoring and Control of Smart Grids,
Smart Homes and Smart Mobility

A\

Blockchain
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Cyber challenges
. RSE
to the energy transition

In many aspects, the resilience of the energy sector is greatly increased by
digitalisation as it enables the use of a complex and widening array of decentralised
resources, improved efficiency, and enhanced abilities to detect threats, thereby
increasing operational accessibility, productivity, sustainability, and safety.

At the same time, digitalisation presents new challenges. For example, cyber or
digital disruption risk can affect every operation within a power plant especially with
the increased use of connected industrial devices and automated controls.

The pace of digitalisation in the energy sector may potentially
outpace cyber defence and digital management capabilities, -

resulting in greater exposure to risk. I \\ //
o=

Desktop Network
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Cyber challenges
to the energy transition by WEC

US/CANADA POWER
GENERATION ATTACK

87

groups targeting
energy sector are

identified

Theft of powerplant
designs and system
passwaords from
company operating
50 pewer plants

2014

CYBER ATTACKS ON
US AND EUROPEAN
POWER PLANTS

Hackers accessed critical
control systems, gaining
the ability to turn

power off

SAFETY SYSTEM
ATTACK AT MAJOR
OIL COMPANY

Triton malware sought
control of safety systems
designed to prevent

a disaster

HACKED PIPELINE
COMMUNICATIONS

Seven gas pipeline
operators shut down
third-party electronic
communications due to
a cyberattack

2015

2016

SOUTH KOREA NUCLEAR
POWER PLANT
A series of attacks on hydro

power and nuclear power
companies aimed at service

disruptions

WESTERN UKRAINE
POWER GRID
Hack on three power

distribution companies
causing cutages te 80,000

energy custemers

ISRAEL PUBLIC
SECTOR HACK

Phishing attack on an
employee of the Electricity
Authority leading to
malware and 2-day
operation downtime

2017

US NUCLEAR PLANT SPEAR
PHISHING ATTACK

Attack using email messages
containing fake engineering
résumés and compromised
external websites frequented
by the victims

140

groups targeting

ENErgy sec tor are

identified

access was lost

POWER CUTSTO 48
MILLION IN ARGENTINA
AND URUGUAY

Mot a cyber attack but
highlights grid complexity
and impacts. Train and
subway services were
suspended and water

RSE
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155

groups targeting
energy sector are

identified

2019

HACKERS REACH UTILITY
CONTROL ROOMS

Groups broke into utilities'
isolated networks by hacking
networks belonging to third-party
vendors that had relationships

with power companies

Cyber incidents increasing in both frequency and impact
The number of known attack groups increases
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US GRID HACKED

Parts of energy grids in

3 states were affected by

a suspected cyber attack on
SCADA systems although
power companies remained
in control of the grid




Research Framework for Cyber Resilience of RSE

Digital Energy infrastructures =
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Energetico
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for your kind attention

Contacts information:
luciano.martini@rse-web.it
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Impacts on demand sectors:
Transport, buildings, and industry

Transport Buildings Industry

» Key digital trends across all * Smart building controls will * Industry will witness increased
modes: connectivity, sharing, and improve comfort and transform productivity, reduced costs and
automation building energy use improved safety

 Digital solutions for trucks and * Energy use could be reduced by * Energy use can be incrementally
logistics could reduce energy use 10% to 2040, but rebound effects reduced at plant level but broader
for road freight by 20-25% are uncertain impacts remain uncertain

Digitalization has the potential to reshape, modernize, transform demand-side sectors
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